Protect the Keys to Your Kingdom

ManageEngine Password Manager Pro

The Key to Secure Your Privileged Identities!

Highlights

Centralized Password Vault
Shared Password Management
AD, LDAP Integration

Remote Password Reset
Role-based Access Control
Password Security & Compliance
Detailed Audit Records & Reports
Notifications on Password Events
Automatic Login to Systems
Application-to-Application
Password Management

High Availability Support

ManageEngine Password Manager Pro

If you are an IT Administrator responsible for securely managing your IT
infrastructure, check yourself:

Are you drowning in a pile of privileged passwords?

Do you store administrative passwords in spreadsheets & flat files?
Do you find it difficult to track who has access to which accounts?

Do you laboriously logon to each application separately to periodically
change passwords?

If yes, you certainly need Password Manager Pro!

Taking effective control of administrative passwords using Password Manager
Pro (PMP) could significantly save your time, cost and resources, reduce the risk
of security attacks and improve efficiency. PMP is a trusted solution to securely
store, access and administer shared administrative passwords. It enables IT
managers to maintain a central repository of passwords, enforce standard
password policies and control unauthorized user access to shared passwords. It
also nrovides a comblete record of 'who'. 'what' and 'when' of nassword access.

www.passwordmanagerpro.com

Securely Store, Selectively Share, Automatically Reset & Completely Control Privileged Passwords




www.passwordmanagerpro.com

Scope of PMP for Your Use PMP to ....
Organizational Role

- Securely store thousands of privileged
passwords
IT Managers - Take full ownership of passwords

stored by you

e Take complete control over all privileged passwords - Selectively share passwords with
e Enforce standard password management policies other users on need basis
e Audit password usage & abuse across the enterprise - Automatically Reset passwords of
remote resources
IT Administrators - Have complete record of ‘who’
accessed ‘what’ passwords and when

N . . - Take full control of your passwords
e Maintain a secure, central repository of all enterprise yourp

passwords

e Grant password access to users based on access control Passwords Reside in Safe

rules

Custody ...

e Automate password management tasks

Passwords are encrypted using the Advanced
Encryption Standard (AES)
Stored in database; not accessible to remote

Network Security Professionals

e Prevent unauthorized access to passwords

e Keep track of 'who', 'what' and 'when' of changes hosts

Data protection at various levels
Finance Heads Role-based, fine-grained user access control
for passwords
e One-stop place to store and access passwords of finance Leveraging third party authentication
accounts (LDAP/AD) for increased security

e Storing passwords of clientele accounts All transactions through HTTPS
Automated backup & disaster recovery

"For effectively managing IT systems in an organisation with multiple domains and applications, it's become essential to store
passwords in a safe, secure and functional way. Password Manager Pro is an easy to use tool, that provides us with everything we need
to achieve our password security goals." Phill Charlton, Infrastructure Specialist, Sara Lee Information Centre of Excellence
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Fowering IT ahead




